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<l Why do we concern IMPOSTERS?

How to detect IMPOSTERS

- Face comparison
- Golden ratio
- Facial recognition technology

& Discussion topic “what is the Challenge for
= IMPOSTERS detection”
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An imposter is someone who try to
use the other’s identity to claimed
themselves as the person in the
document or passport due to the
photograph or biographic details
resembles to such the document.

https://www.icao.int/Meetings/mrtd-Zimbabwe2012/Documents/2-11-Esteves_Portugal-forensic.pdf
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White (European) Caucasian Skull

North/West East South
Europe Europe Europe

Not White (Not European)

Turkey,Iran  Pakistan India Horn of Middle
Afghanistan North India Africa East
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TYPES OF FOREHEAD
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TYPES OF EYES
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downturned eyes
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upturned eyes




THAI POL/c
ATION eu;;£

5] How to detect Imposters (Face comparison)

@ |OM

UN MIGRATION

TYPES OF EARS

ansazluy
\' ; i —— )
P ek G w
\
19 CRREUN fu
> €
& ¥ &
g :

-

R SRS L finasy




5] How to detect Imposters (Face comparison) & | OM

UN MIGRATION

TYPES OF NOSE

S
(VNG (a/g) L{\/\) Q/b

, ) \ /’\\\ | \\ /
() W e W )

A B O
COANNERNAPS NS .




24 How to detect Imposters @ |OM

UN MIGRATION

@

(Face comparison)
TYPES OF MOUTH

s e, P NP
<o © © <=

——




How to detect Imposters
Face comparison

®|0OM

UN MIGRATION

TYPES OF CHIN
SQUARE CHIN i et LONG CHIN

/e e ¢ e
& o

ROUND CHIN PROTRUDING CHIN RECEDING CHIN




“ox(m_ THAI POL/CE
W
\N\M\GRP\TION BUR&;U

5] How to detect Imposters (Face comparison)

@ |OM

UN MIGRATION

TYPES OF JAWLINE or FACE SHAPE

o

Diamond

Oval Long

« Face gracefully tapers o« Facegracefullytaper |« Facewidthand length « Face syongly taper  « Face highly angular
toward chin toward chin almost the same toward chin and somewhat bony
« Wider forehead « Elongated feature « Widest at the cheeks + Chintend to be '« Widest at temples
from forehead to chin pointy
« Prominent cheekbones « Not as common
+ Some have prominent + Forehead maybe compare to others O,

+ An ideal face shape chin a prominent feature
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https://www.canva.com/learn/what-is-the-golden-ratio/
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(Facial Recognition Tech.)

Facial recognition is a way of
recognizing a h ) face through
technology. A itio
system uses
facial feature
or videc

a match.
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Discussion Topic
“What is the Challenge for IMPOSTERS

detection”
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Machine Readable Zone (MRZ)
Document Type : Passport
Issuing State : United Kingdom British - Citizen
Family Name : NGUYEN
Given Name : AN BINH
Document Number : 305360700
Nationality : United Kingdom British - Citizen
Date of Birth : 04 Aug 1977
Gender: Male
Date of Expiry : 26 Apr 2016
Optional Data :

Calculated Fields

Personal Data
Height (document): ___  meters

Height (live): __  meters

Characteristics :

Biographical Data Page

' Device Connection @ Database Connection

MRZ Found :
Document Number : 4w
Date of Birth : ga®
Date of Expiry : gua®
Optional Data : g #®
Composite : g, 4

Paper & Ink Check
Security Paper Check RV 4

B900 Ink Check : 4w
Chip Verification
Chip Found : °&
Supplemental Access Control :
Basic Access Control :
MRZ-DG1 Comparison :
Passive Authentication :
Active Authentication :
Chip Authentication :

Terminal Authentication :

Facial Comparison

Chip
Match Percentage for Face

3.4367 %

[ Take Photo ] [ Compare l

Fingerprint Comparison

Chip Finger 1 Live Finger 1 Chip Finger 2 Live Finger 2

Match Percentage for Finger 1 Match Percentage for Finger 2 100
75
50

0

UN MIGRATION

IOM ¢ OIM

No document detected.

Biodata Page RFID
CEEE"
Scan New Document
Search Document

Additional Information

UERIFIER™"
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Bonus Topic

=/
UN MIGRATION

The fraudulent use of identity and travel documents
presents a threat to the security of countries and
their citizens, the economy, and global commerce,

as it facilitates a wide range of crimes and terrorism.
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